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1.0 STATEMENT OF PROBLEM STUDIED

The problem addressed in this report is the intelligent, topology-selective jamming
of spread-spectrum networks. The key goal has been to develop analytical and simulation
tools which quantify the effect of jamming strategies upon the network operation, both at
the link-access and the end-to-end layer. The purpose of these tools (called herein "the AJ
network analyzer”) is to help study the tradeoffs between the jammers' strategies and
choices, versus the corresponding choices of the communicators (users). An important
feature of the analyzer should be the modular incorporation of any jammer/user interaction
at the physical (waveform) level within the analyzer framework, so that a variety of
modulation/coding/spreading/jamming formats can be studied with regard to their impact
upon the higher-layer performance measures. This parametric incorporation of the physical
layer would enable the network analyzer to take advantage (in a totally modular way) of the
wealth of previously published knowledge about the jamming effects on the signal format.

As detailed in the "statement of work” of our original technical proposal of June
1986, three subtasks would be undertaken within the context of this study. There were
phrased as follows:

(1) We shall develop an AJ network analyzer, which will describe and

couple adaptive routing algorithms and dynamic jammer models. Initial
computation software will be developed, written in C language.

(2) We shall assess the effectiveness of intelligent dynamic jamming
including such choices as topology selection, duty factor, traffic intensity

monitoring, follower jammer, etc. We shall recommend communicator's
network countermeasures.

(3) We shall perform average and worst-case tradeoff analysis of jammer
and communicator alternatives and develop a comprehensive analytical and
computation software, which will be verified by simulation.

As we discuss in the following section, "Summary of the Most Important Results,"

significant progress has been achieved in all these subtasks.
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2.0 SUMMARY OF THE MOST IMPORTANT RESULTS

In order to acquire a solid understanding of the various mechanisms by which an
intelligent, average-power-constrained, strategy-optimized jammer can affect a spread-
spectrum network, it became clear very early into the project that a two-pronged approach
needed to be followed: in the first class of problems addressed, we would try to gain an
intimate insight into the interplay between the jammer and the users' link-access strategies
or protocols. In order to do that, we needed to (a) assume a fully-connected topology,
(b) develop novel stochastic jamming models that provide topological selectivity, (c)
describe a detailed random-accessing mechanism for the users, and (d) develop an exact
analytical model for the stochastic evolution of the combined user-jammer system, which
would describe precisely the temporal evolution of the system state (in this case, the
number of backlogged users in each slot). This exact analytic tool, despite certain
necessary simplifying assumptions that needed to be made in order to make it tractable,
proved valuable in assessing certain jammer/user trade-offs and interactions. More details
on this part of our study are provided below.

In the second class of problems, the interplay between the end-to-end network
aspects (e.g., routing choices) and the jammers' topological choices (i.e., node-jamming
selectivity) were addressed. The complicated dependence between a specific
network/jammer configuration and the desired performance measure, as well as the
significant statistical dependence between the actions of buffered users and the jammer,
makes exact analysis quite intractable. Instead, an approximate interactive analytic
procedure was advanced for the cases where a static, stationary jamming model allowed the
network to reach a stochastic equilibrium. Otherwise, when a static (i.e., no state-feedback
employed in the jamming action), non-stationary (i.e., time-varying) jammer was
considered, a simulation technique was developed and employed to study specific

network/jammer configurations. Here, too, these tools allowed us to gain a quantitative
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insight into the interaction between the jammer's topological choices and the users'
countermeasures.

In addition to this last case, extensive Monte-Carlo <imulation has been emploved
throughout to substantiate the claims of all exact or approximate analytical efforts. The
simulation packages associated with this study are described elsewhere. Our specific
philosophy in mixing analytical and simulation models and results emerges, hopefully, in a
clear form from the above description: we would initially approach analytically (exactly or
approximately) classes of network-jammer combination models for which a stochastic
equilibrium (steady-state) can be ascertained. Static, stationary strategies from both sides
(users and jammer) usually fit this mode, although the accuracy of approximate analytic
procedures needed to be questioned and examined (via simulation) in complex cases. We
note that dynamic equilibrium can also be reached for properly designed dynamic
procedures (where some sort of feedback-action is employed, based on link or network
observables) although we did not address this class of problems analytically in this study.
On the other hand, simulation was used exclusively for the much more complicated
scenarios, such as the case of a dynamic user-routing procedure in the face of either
stationary or non-stationary (periodic, in particular), static (state-independent) jamming
strategies. We note that dynamic (state-dependent) jamming techniques were not
addressed. In the present context, these dynamic user countermeasures, namely, the
adjustment of routing decisions based on link observables or measurements, comprises one
aspect of the general notion of petwork adaptivity; other aspects include power control
(i.e., network connectivity), coding adjustment at the transmitter side, adaptive code
combining at the receiver side, etc., which are not covered here.

We provide below a brief summary of the findings of the published technical
reports of this contract. In order to get the nomenclature straightened out from the
beginning, and to avoid confusion over semantics, the reader is encouraged to consult first

the Report No. R8912-1 {12], where an elaborate classification of the system structures
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and parameters is provided. This should establish a unified terminology for all previous
reports, which occasionally differ in terminology, in view of the evolving nature of the
project.

The general conclusion of this study so far can be stated in simple terms: there
exists a significant interaction, as expected, between the jamming strategies and the
associated parameter and topological jamming choices, on one hand, and the adaptive user
choices and countermeasures, on the other. The fundamental network performance
measures, namely, the information throughput (or utilization) and delay are greatly affected
by these mutual choices, either in the average or in the worst-case sense. Robust system
operation can be designed and achieved, predicated on some amount of system-level
knowledge (average signal-to-jammer power, network size, some routing information,
etc.). Nonetheless, many more issues, concepts, techniques and tools need to be
addressed and resolved, for which this study can serve both as an identifier as well as a

first stepping stone towards that direction.

2.a Summary of Report Findings

R8712-5 [1]. This report addresses the fully-connected network model and introduces
novel concepts of stationary, stochastic, topology-selective jamming. Two particular
jamming scenarios and examined in detail. The composite user/jammer Markovian model
is formulated and analyzed by means of a newly introduced combinatorial algorithm.
Numerical results are presented for the case of Direct-Sequence modulation. The impact of
the user choice of link-access parameters, coding rate, topology, and parameter
optimization is depicted, versus the choice of the key jamming parameter, the spatial

jamming factor.

R8712-6 [2]. This report looks at time-invariant jamming attacks on a multihop network
via approximate analytic networks. Three particular approaches are adapted to the present

jamming environment and compared. It is shown that the Queuing Network Analyzer
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(QNA) outperforms the others in approximating the simulated network behavior, although
all become loose predictors at high-traffic levels. The basic features of the simulation
package are described. Some thoughts on the simulation of the time-varying jamming
attack are initiated (this jamming strategy is described as "dynamic" although, in view of
the Report No. R8912-1 [12], it should be called "instationary” or "time-varying" (the

same goes for subsequent reports).

R8806-1 [5]. This report introduces and describes a simulation package for the study of
periodic (special case of time-varying) jamming strategies against an user-adaptive
(dynamic) network. The "window-average" and "time-average" techniques are introduced
as appropriate vehicles for the average evaluation of the packet delay and node queue sizes,
which comprise valid performance measures in the absence of an equilibrium or steady-
state for the network. Certain time-varying network features can also be explored, such as
the response speed of the adaptive routing algorithm and the time variation of the node
traffic intensity. As a result of using the package, the worst-case choice of the period of the
periodic jammer can be identified as a function of the jamming topology and the user traffic

distribution. The report also identifies important new research problems.

R8812-1 [7]. This report extends the theory in R8712-5 [1] for the important case where
the modems in the network are half-duplex instead of dedicated. It is shown that this
important feature of network topology (in the fully-connected case) car alter the optimal
jamming strategy significantly (i.e., the choice of the spatial duty factor). It also identifies
and explains the corresponding optimal choices for the user link-access parameters and

compares the system utilization to the dedicated-modem case.

R8906-3 [9]. This report extends the multihop theory of report R§712-6 [2] to the case of
a time-varying, aperiodic jammer. The network is disrupted by a sequence of jamming

patterns (topological choices), which remain fixed for a period of time (a "block" or




R9003-4 ' ]

"window") but change from one window to the next. We note that this can model either a
deterministic, time-varying jammer, or it can represent a particular temporal profile (sample
jamming waveform) of a stationary stochastic jammer who chooses patterns in each block
with some prescribed probability. This report is concerned with establishing a block-
iterative procedure for an approximate quasi-analytic evaluation of the network, with the
QNA algorithm as its core component for performance evaluation on a per-block basis (a
short-term type of equilibrium solution in each block). New concepts like the modified

traffic, transient nodes and blocked packets are described.

R8912-1 [12]. This report reviews and classifies a variety of concepts, parameters and
alternatives in the analysis and design of jammed spread-spectrum networks. It also
identifies certain (but not all) directions in which further research would be valuable to the

Armmy in this particular topic.

R9003-2 [14]. This report extends the theory of R8712-5 [1] to the case of Frequency-
Hopping MFSK modulation. It is shown that the jammer can choose the spatial duty factor
as to inflict a damage (reduction) in the network utilization, up to 50% in certain cases, in
comparison to the full-space jammer. For the particular scenario chosen, the spatial duty
factor coincides with the temporal duty factor on a per-node basis (probability of the node
being jammed in any slot). The optimal jamming probability was found to be about 0.6 in

these examples.

R9003-3 [15]. This report described the network simulator with the nonstationary
jamming features. The simulator includes both the Direct-Sequence and Frequency-
Hopping models. Two propagation loss models are supported, namely, square-law loss
and power-of-four-loss. The software is menu-driven and provides a network editor and a

jammer topology editor. Using this simulator, we are able to show that a completely-
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connected network may become a multi-hop network when the jamming power is strong

enough.
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